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ABSTRACR Working Group (WG) comprised of thirty one members from EU and Brazil has been set up within Work
Package 2 (WP2) to be an external instrument for the EUBrasilCloudFORUM project to ensure high quality debate and
engagement in relation to international daboration in this vitally important and hot topical focus area. In line with

the project objectives in this period, the WG efforts were focused on dedicated to Future Scenarios and Research
challengesThis deliverablexplains the rationalerole, and ativities of the first WGestablished in Year Within the

scope and objectives of the over&8UBrasilCloudFORUboject. It also establishes the terms of reference (coverage
areas), objectives, structure and membership of W&, and lays out a roadmaprffuture WG related activitiesn

which it is expected another WG dedicated to Cloud computing policies is planned to start in the second year, based
on the results of the survey undertaken and described in the deliverable

The outline of the deliverdb steps the reader through the @king Group activitiesn the project (section 1), the
Working Group formation and strategy in year 1 (section 2), WG related events and outputs (sections 3 and 4).
Section 5 contains details of the VGrvey on D3.lexperiences in E\Brazil international cooperatioand shaping of

future WG activitiesproposing the establishment of another WG based on policy asgeatly, Section 6 concludes

the deliverableputliningthe next steps towards the development of théGactivities into 2017Annexes 34 contain

WG membership details and providelditional details of survey questions and analysis used throughout the WG
development activities.

EUBrasilCloudFORUM receives funding from the European Union Horizon 2020 Programme (H2020/2014-2020) under grant
agreement n° 689495 and from the Ministry of Science, Technology and Innovation of Brazil through Rede Nacional de Ensino e
Pesquisa (RNP) under the 3rd EU-BR Coordinated Call Information and Communication Technologies.
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A Working Group(WG) comprised of thirty one members from EU and Brazil has been set up
within Work Package 2 (WP®) be an external instrument fathe EUBrasCloudFORUNproject

to ensure high quality debate and engagement in relation to international collaboration in this
vitally important and hot topical focus arel line with the project objectives in this period, the
WG efforts were focusedn Future Scenarios and Research challengé€his topic was selected in
order to gather initial input to the Work Package 3 (WP3) deliverable Baadlysis and
identification of the gaps and research opportunities related to cloud computing, including
security', whichhighlights three future scenarios with potential priorities for cooperation between
Europe and Brazil, identifies drivers for expanding research activities in the two regions and lists
gaps and preliminary opportunities where Europe and Brazil can alrgtadyworking together.
The WG has also been utilised lhoth provide initial input and tayather valuablefeedback in
relation to D3.1and towards D3.2, Preliminary Research Roadmap

TheEUBrasilCloudFORUNoject management boar@PMB)felt it was themost focussed way to
set up a working group on one particular aspect, instead of broadening out at the early stage of
the projectinto multiple WGs, especially since they will operate on a voluntary .basis

Two events were held during the period, both ima#l, during the EUBrasilCloudFORUM
concertation meetingin Rio de Janeiro, in March, 2016 and during the Workshop on Cloud
Networks (WCN) in Porto Alegre, in July, 2016, in which the WG was launched and featured
exclusively in a dedicated session, redjvely.

Il AdzNIBSe gl a f1dzyOKSR T2NJ 0KS YSYOSNB ff221Ay
deliverable, D3.1, future scenarios, drivers and challenges, research opportunities-BR (B2 1

¢ OP7) the future WG scope and coverage areas of marinimpact, and how to build on EU

Brazil collaborations in going forward.

A number of interesting findings were highlighted in the survey with the most popular research
opportunities voted for aloud to the edge OP5(84.2%); followed byCommon techaological &

legal framework for managing security & privacy aspects on otoO1(68.4%); Creation of an
EUBR community to work on common standargi$OP2 (63.2%; and Cloud sustained cyber
physical systems argystems of systemsOP4(57.9%).

The survey also identified other potential topics for WGs includecui®ty andPrivacy in the
cloud, SLAs, Stamps culture, Standardisation (including application deployment and cloud
federation), and TrusMlanagement. In addition to these, there are also interests on forming WGs
about the integration of the cloud witlCyber Physical SystentSRSes use of cloud computing

! http:/eubrasilcloudforum.eu/sites/default/files/EUBrasilCloudFORUM_D3.1 v1.0 0.pdf
2 https://eubrasilcloudforum.eu/en/shapingloud-excellencebetweeneurope-and-braziteubrasilcloudforuraconcertation

meeting
3 https://eubrasilcloudforum.eu/en/wcrcloudscapebrazit2016csbe2016porto-alegrers-brasil
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concepts to next generation network environments, suclCisidRadio Access Network&RAN),
fog-based IoT scenarios, and network functions virtualization (NFV).

The respondents alshighlightedexisting WGs, clusters, projects, initiatives, platforms, etc. that
are addressing the above topics and also couldnbgynergy with us in Brazil or EU. These WGs,
clusters, and initiatives are as follows: Sk#ady, DPSP Cluster, Research Data Alliance, RDA and
OASIS (TOSCA), EU projects SPECS, ESCDIDD, 5GPP initiative, FIRE projects, EU cPPP,
CloudWatch forum, damo Advocacy Group, HolaClo@hCoCloud, Cloud2&nd IEEE chapters

and ACM SIGs.

In addition, the survey evaluated the experience inBtzil international cooperationnterest in
forming into a Special Interest Group (SIG) @oud Computing for Sedade Brasileira de
ComputacadSBG EN: Brazilian Computer Socigfipr its contribution towards carrying out cloud
computing, including security, research challenges and opportunities fortéangimprovement

The results included creating bonds i¥eten heterogeneous groups, bringing together academics,
market and society in a more consistent manner, making more technical/scientific decisions with
more balance on policy aspects, widening the set of participating stakeholders, and utilisation of
the BUBrasilCloudForum project in dissemination and raising awareness

The inputs of the EUBrasilCloudFORUM WG have already been used for a number of important
consultation activities, including the initial scoping and refinement of the future scenarios and
research opportunities in D3.1, resulting inputs and outputs from the WG session at WCN 2016,
FYR LINPQ@GAAAZY 2F AyLlLddzia F2N) I adzoYAadaarzy G2
Cloud Computing Research Innovation Challenges for WRZIPK8, Theseifidings will beused

by the Commission in putting togethemaxtwork programme for the EBBR call 5 (20182020)

The WG members have been invited to the-Biidzil Policy Dialogue workshops being held on 9
10" November, 2016, in Brussels and the fesof the survey will be discussed with them face to
face. The results of the survey will also be discussed with the PMB and decsde onthe
overall development of WGs in 201 based upon the survey results and findings, taking into
account the pragct scope and resourcing

The outline of the deliverable steps the reader through the Working Group activities in the project
(section 1), the Working Group formation and strategy in year 1 (section 2), WG related events
and outputs (sections 3 and 4). 8en 5 contains details of the WG survey on D3.1, experiences in
EUBrazil international cooperation and shaping of future WG activities, proposing the
establishment of another WG based on policy aspects. Finally, Section 6 concludes the deliverable,
outlining the next steps towards the development of the WG activities into 2017. Anneges 1
contain WG membership details and provide additional details of survey questions and analysis
used throughout the WG development activities.

4

2020

https://ec.europa.eu/digitalsinglemarket/en/news/consultationcloud-computingresearchinnovationchallengesvp-2018
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TheEUBrasilCloudFORUpoject: Fostering an International dialogue between Europe and Brazil,
which began on ®1 January, 2016 is a Coordination Action project whose main purpoge is
facilitate the policy and technical dajues between the European Union (EU) and Brazil in focus
FNBFa NBftFGSR G2 Of 2dzR O02YLMziAy3as AyOfdzRAYy3I a
an organisational cooperation forum that enables the European Union and Brazil to formulate and
develop a common strategy and approach for research and innovation in cloud computing,
including security aspects.

EUBrasilCloudFORUNAs the followingore objectives

1 Objective 1.Structure a community driven engagement forurdor EUBrazil policy and
research and innovation dialogues;

1 Objective 2. Deliver mEUBrazil Research and Innovation Roadmapd Action Plan
related to Cloud Computing

1 Objective 3Build a web based EBBR Service Platforno promote and market the results
from the EUBrazil communy as well as showasing success stories;

1 Objective 4. Organization and support féwmcused ELBR Cloud Computing Events
includingEUBR policy dialogue, Cloudscape Brazil annual events, cooperation workshops
and major ELBR conferences

Through the fourobjectives outlined above, the EUBrasilCloudFORUM project has the goal of
mapping and organizing the research and innovation (R&l) community on Cloud computing at
both EU and Brazil sideghe overall concept and approach for implementation aims to buld a
integrated ELBrazil Community on Cloud Computing as shown in Fijuageredas follows:

1 AcCoordination layerconsisting of the six EUBrasilCloudFORUM partners working jointly at the
practical project coordination and implementation (WP1); recruitmantl facilitation of EU
BR community engagements for Policy Support (WP2); policy research roadmap building and
action plans development (WP3); development of cooperation platform and portal,
dissemination & visibility, exploitation and sustainability misdef the ELBR communities
engaged in building communities of mutual benefit (WP4);

T A first ring ofSupport layer implemented within WP1 and WP2, consisting of the support
activities to roll out policy dialogues and facilitation activities of settingexg@rnal Advisory
Board (WP1) and Working Groups (WP2) comprised of eminent members of the Cloud
Computing (including security) communities, as well as policy, government, industry and
societal groups, as needed;

1 TheEUBR communitybuilding layerwill be the research and innovators in the EU and Brazil
that will be working together in the selection of the prioritised areas for cooperation in Cloud
Computing, as identified in WP2 and WP3, on an ongoing basis. In addition to R&l topics for
cooperation, thee communities will also focus on standardisation, innovation and SME
acceleration for community engagement activities.
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1 The EUBR Roadmap and Action Plalayer is the culmination of the outputs of the
partnerships that are realised in documenting the pitprareas forEUBRcooperation and
setting out action plans for these in a clear and concise mannerAdkisory Boarset up in
WP1 and WGs set up in WP2 will assist in the prioritisation of the Cloud Computing topics for
EUBRcooperation and will brig their constituencies and networks as key targets groups for
the next ring and the broader communications activities in both EU and Brazil.

1 As many as possible other experts and scholars in the combined field of Cloud computing,
including security aspest engaged in these priority areas from WP3 will be incentivised with
published materials from the project (e.g. event reports from the project activities) and from
the published news about partnerships being set up on a regular basis vMatketing and
Communication layer which will look after raising the visibility and dissemination of the
project results in WP4 (Market Place, Communication Platform & Dissemination) to all the
stakeholders including research and innovation bodies, industry (indilydaat collectively
through representative platforms, bodies and initiatives), and Governmental bodies and
agencies

UBrasilCloudFORUM

Fdstering an International dialogue between Europe & Brazil

WP2
EUBR Community
building layer

WP1&WP2
Support Layer:
Dialogue Facilitation

WP1-WP4

Coordination
layer:
Partners*

Work packages

P1: Project Management & Coordination
WP2: Policy Support & EU-BR Community
Engagement

WP3: EU-Brazil Policy Research

*EUBrasilCloudFORUM Partners
Universidade de Coimbra (PT)
Trust-IT Services Ltd. (IT)
Waterford Institute of Technology (IE)
Universidade de Brasilia (BR) Roadmapping & Action Plan

Universidade de Sao Paulo (BR) WP4: Market Place, Communication
Universidade Federal de Santa Catarina (BR) Platform & Dissemination.

[ Government bodies and agencies

Figurel - EUBrasilCloudFORUM approach and mapping to Work packages (WPs)
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In order to facilitatel K S  LINiBj& /€3l @id 2and based upon the needs of the proje
work packages as outlinedefore (nainly within the EUBR community-building and support
layers in Figure)lat the project Kick-off Meeting (KoM) the project management board (PME
decided to initiate one dedicated Working Group on Future scenarios and Research chal
This was necessague to the close proximity of thdirst concertation event which would be
considered a KoM meeting of the WIging heldin March, 2016 and to assist in the current foc
of WR3, whichwas onscoping and definingruture scenarios and Research challenfgescloud
computing, including security, in the timeframe2#18 ¢ 2025 including EBBR Callthe WG wa:
set upcompo®d of experts representing and connecting to a broad network of researcher:
innovators involved in projects, initiatives and platforms related toBfbkil cooperation anc
Cloud computing.

It was agreed that the WG would function closely with the @cojteam in providing inputs an
then subsequently reviewing the outputs from the project deliverables as shiowigure2.

WG1

Scenarios

Drivers

Gaps and Preliminary
Opportunities

SotA & other
Projects
pue adoinj

saI11l01ud |1ZEUg

| WG 1

: (review outputs and

1 provide intputs to D3.2)
L

D3.2
(Preliminary Research
Roadmap)

Figure2 - Working Group methodology
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The strategy for the first WG (WG 1) was to look at futuristenados (to 2025) in relation t
cloud computing, including security aspects, that can then be broken into a number of res
challenges and resultant research and innovation opportunities that can be collectively addi
by EU and Brazil researchanduture work programmes of H2020 or other programmes.

The Working Grous set up to be an external instrument for EUBrasilCloudFORUM to ensure
guality debate and engagement in relation to international collaboration in this vitally impol
and hd topical focus area.

The initial members of WG 1 were requested to outline the work they were already doing i
Brazil cooperatior{(if any) their view on future scenarios (to 2025), and the associated rese
challenges required for these scenarigs,order to undertake a gap analysis to provide input
mutually beneficial priority topics for cooperation between the EU and Brazil in the areas r¢
to Cloud computing, including securitgnnex 1 contains the template used to collect the d
from the members. The template was presented to the WG members during the cotioert
event and the answers were collected following the meetifigis information has fed into th
AYAGALFE a02LAy3 | yR RS@St 2 LID33 ialyahd idektiScatibgt
of the gaps and research opportunities related to cloud computing, including sectjriapd will
feed into a Roadmap document that will contain visions from the perspectives of both cou
and a mapping of the activities into an extable roadmap plan to the Policy makers in the B
Policy Dialogues on Cloud Computing, in particular.

Y

Identification and prioritisation of mutually beneficial topics
for cooperation between EU and Brazil in areas related to
Cloud computing, including security aspects. |

Highlight visions of the perspectives of each country. ‘

computing projects, initiatives, events and groups promotin

- Engagement with other ongoing and relevant Cloud #
. knowledge sharing/transfer and identification of synergies,

Mapping of the activities into an actionable roadmap plan.

Recommendations to EBR Policy Dialogues.

Dissemination of findings/recommendations to various
target groups of success stories and best practices.

Figure3 - Work Group activities

5 http://eubrasilcloudforum.eu/sites/@fault/files/EUBrasilCloudFORUM_D3.1_v1.0_0.pdf
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The Work Package 2 (RD) team set out a definedVorking Grougerms of referencgToR)of the
focused scope of their activities, as depicted in Figdrvhich was presented at th&/G KoM
duringat the EUBrasilCloudFORUM concertation meeting, dhM&rch, 2016, in Rio De Janeil
Theseare the main steps to guide the activities and work bétgroup. This in turn will feed int
the required output materials for compiling infmsition papers and deliverables of the project.

In more detail, thecore activitieof the WGs include:

1 AL Analyse the current gaps and research needs relatedidad computing, including

security;

A2 Understand the scientific capabilities of research groups in EU and BR;

A3. Identify collaboration needs and opportunities between EU and BR and prop:

research roadmap;

1 A4 Understand the socieconomic impactof the implementation of the propose:
research roadmap;

1 A5 Form into Special Interest Group (SIG) for Brazilian Computer Society (SBC).

The EUBrasilCloudFORUM project will leverageetipertise of the WG members, atigeir Cloud
computing, including secity aspects, domain specific knowledged their outreach channels tc
enhance the impact this EUBrasilCloudFORUM WG will have at EU and Brazil levels.

1
1

To support these activities, the WG investigatad tracls on a regular basis external groug
initiatives, events to link/liaise with at EU and BR level, for greater impact, dissemination ar
to identify synergies and potential areas for collaboration and knowledge sharing. Such c
identified initiatives would includeCongresso da Sociedade Bes de ComputacadCSBC)
Workshop on Cloud Networks (WCNJJoudscape Brazil, NIS Platform, cybersecurity c
Research Data Alliance (RDayd other initiatives. Suitable Cloud computing focused event
targetare considered on a regular basis, assess possible dissemination opportunities and vis
involvement of the EUBrasilCloudFORUM project and ofBeBR collaborative projects tc
promote is activities and the outputs from the Working Group.

For all meetings and events, all participaraiee informed with enough time in advance, f
planning arrangements to be made.

The participation of members in tHeUBrasilCloudFORUNbrking group is on a voluntary bas
but active involvement is necessary to be successful. Neverthele9d8rasilClodFORUM
O2yaz2NliAdzy 6AaKSa G2 AyidSNFS NEytoddayfdsponsibifitiés.
Thus, the foreseenvorkload of the Working Grougs estimated to be about a few hours pe
month, and it is expected that this work should also beidpar 2 F G KSA NJ

dissemination/collaboration activities andUBrasilCloudFORUMuvill raise awareness on

O2y Aydzrf o6l aArasr KAIKEAIKGAYT GKS aSYoSNIX

The membership of the Working group currently stands at 31 members,Mithembers of the
membersvolunteering orrecruited directly due to their experience in other E{Brazil projects
related to cloud computing, including security aspeeisd a further recruitment was carried ot
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via the EUBrasilCloudForum web $iten which anadditional 12 members signed up to becom
members after aecruitmentcall was put out duringnd followingthe WCN and Cloudscape Bre
in July, 2016 As of 3F' October, 2016the membership of WG 1 includes (in alphabetical oydel

1.

Antbnio Marcos Aderti, Associate Professor, Head of Information and Communication:

Technologies (ICT) laboratarynatel, Chief Architect of NovaGenesis Project: Smart Places
Cyberinfrastructure, Future Internet Architectures, Governance, Methodologies &.Tools

2.

Luiz FBittencourt, Assistant Professor, University of Campinas (UNICAMP), Brazil. (I

2012, CloudAM 2012014, WCGA 2013015), and participated in several technical program
committees (e.g., CCGrid 202015, LatinCloud 2012014, CLOSER 2062@15). Main inteests
are in the areas of resource management and scheduling in cloud and fog computing.

©OoNO O AW

10.
11.
12.

Ignacio Blanquer, UPV, Spain, (EUBrazilCC & ERIBISEA projects).

Cristiano Bonato Both, UFRGS, Brazil, (Futebol project).

Andrey Brito, UFCG, Brazil, (SecureCfwogect).

Roberto Cascella, TRUST Italy, (EUBrazilCC & EUEBRRBSEA projects).

Leandro Ciuffo, RNP, Brazil, (FIBRE project).

Jim Clarke, WIT (EUBrasilCloudFORUM project), Ireland (WG Hakt))

Cristébal Cost&oria, IT Instituto Tecnologico dinformatica, Valencia, Spain.

Marilia Curado, University of Coimbra (EUBrasilCloudFORUM project), Portugal.
Luis da Silva, Trinity College Dublin, (Futebol project).

Prof.Flavio de Oliveira Silygaculdad de Computacdo (FACOM), Universidade Feder:

Uberlandia (UFU) (The FIWARE Future Internet Innovation Laboratbtles\B).

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.

Juan Jesus Garcia Dominguez, University of Alcala, Spain.

Sheila Giongo, Conta Azul, Joinville, Brazil.

Ger Hallissey, ResedrManager at DellEMC, Cork Ireland.

Maicon Kist, UFRGS, Brazil, (Futebol project).

Nadia Kozievitch, The Federal University of Technajdtprana, Brazil.

Marcelo Marotta, UFRGS, Brazil, (Futebol project).

Fabio Martinelli, CNR, Italy (NIS Platform,RPP

Moacyr Martucci Jr. (EUBrasilCloudFORUM project), Brazil (WG i(Braz)!
Wagner Meira Jr. UFMG, Brazil, (EUMBRASEA project).

Edmundo Monteiro, University of Coimbra (EUBrasilCloudFORUM project).
Jonice Oliveira, UFRJ, Brazil.

Andrés Pataricz&udapest University of Technology and Economics, Hungary.
José Rezende, RNP/UFRJ, Brazil, (FIBRE project), Brazil.

Matheus Rossato, Conta Azul, Joinville, Brazil.

Rizos Sakellariou, University of Manchester, United Kingdom.

Vlado Stankovski, University lgtibljana, Slovenia.

Fabio Verdi, Federal University of Sdo Carlos (UFSCar) Campus Sorocaba.
Marco Vieira, University of Coimbra (EUBrasilCloudFORUM project), Portugal.
Juliano Wickboldt, UFRGS, Brazil, (Futebol project).

® https://eubrasilcloudforum.eu/en/user/register
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On 18th March 2016, EUBrasilCloudFORUM hosted a concertation meeting with-BdazU
collaborative projects and initiatives, with a theme &Mmaping the cloud excellence between
Europe and Bra¥i. The concertion meeting was held at Centro Brasileiro de Pesquisas Fisicas
(CBPF) in Rio de Janeiro, Braxilditional information including the agendand speakerand
participantlists can be found in Annex 2.

The purpose of this working meeting was to jointlynfioa plan of action with a first Work Group
comprised of collaborative EBR projects and initiatives, in order to work together on the
building of future scenarios related to areas that the projects are working on; and involve these
projects and initiaties in a very early stage with the shaping of the EUBrasilCloudFORUM
Catalogue of EABR cloud computing tools & services.

All the invited projects weraskedto position themselves with respect to the above topics and
invited to provide input on what they owld consider to be future scenarios and resultant
research challenges that could be addressed in future calls ®HREtboperation activities.

A number of inputs were received during and following the concertation meeting and
subsequently included in theéEUBrasilCloudFORUM project Deliveral8.1 Analysis and
identification of the gaps and research opportunities related to cloud computing, including
security?, which highlights three future scenarios with potential priorities for cooperation between
Europe and Brazil, identifies drivers for expanding research activities in the two regions and lists
gaps and preliminary opportunities where Europe and Brazil can already start working together.

A main outcome of this session was a submitted report to theoesn Commission entitled
0Cloud computing core topics towards H2020 WP22U&¥, which provided details on the
following potential topics for call 5, including those related te@anmon technological & legal
framework for managing security and privacyests on clougdSupport the creation of an EBR
community to work on common standardSupport cloud federation and Open Science Cloud at
crossregionallevel; Cloud sustained cybgohysicalsystems and systems of syster@oud to the
edge Cloud suppord innovative and inclusive societiemdHigh Performance Computing (HPC)
in Cloud environmentsThis was not a public document; however, more details were elaborated in
0KS LINEP2SOGQandiRK$ A INRE 8 08 Q & ¢ 2 W YiANRSOd@lighiGrayn U 2
Qoud Gomputing for 20182020,andfurther scoped later irthis deliverable.

As a follow up to thigvent, we decided to recruitmore of the researchers withithe EU¢ Brazil

LINE2SO0G&aQ GAl GKS 9! . NI &Af/ f 2diiRoGa informatioh 2nd] A y 3

evidence regarding the hurdles expected in these areas and recommendations for further actions
either in research or policyThis activity wadurther elaboratedin a dedicated WG session held
during Workshop on Cloud Networks (W)and Cloudscape Braxil Porto Alegre, Brazil, ori"6

July, 2016, which will be summarised in the next section.

7

meeting
8 http://eubrasilcloudforum.eu/sites/default/files/EUBrasilCloudFORUM_D3.1 v1.0_0.pdf

https://eubrasilcloudforum.eu/en/shapingloud-excellencebetweeneurope-and-braziteubrasilcloudforuraconcertation
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A sessiordedicated to the Working Group activities of the project was held during the successful

WCN event held on"6July, 2016 in Porto Alegtand the following contains a summary of the

outcomes of the session, which was-duaired James Clarke, Waterfordtihge of Technology,
Ireland and Prof. Moacyr Martucairior, University of Sdo Paulo, Brazil.

The objectives of the WGs were presentedhe participants

1 Objective 1. To define a research roadmap for future WPs/Calls;

1 Objective 2. To provide expertfarmation for Policy Dialogue workshops;

1 Objective 3. To form into a Special Interest Group)(8iGCloud Computing for SBC;

1 Objective 4. To promote th&€UBR projects results together in a collective and louder

voice!

As mentioned previously he initid set of future scenarios werscoped andpresented at the
EUBrasilCloudForum concertation meetingvarch, 2016, with theEUBRprojects participating
and providing inputs. Since then, we have received further inputs from the participants, which
have endled us to further flesh out the challenges, gaps and research opportunities within these
scenarios, and others provided by tl#JBRprojects. For example, thEUBRRJUTEBOIproject
has provided an interesting set of scenarios related to the couplingsofeshnologies and cloud
computing, from the perspective of green computing and standardisation activities.

The primary goal of session 2 was to carry on from the session 1 at@\@dudscape Brazih

which the scenarios and research opportunities wemesented in detail, in order to gather
valuable feedback from the audience interactively on a number of questions, so we can plan out
the WG activities in the future, which includes widening the scope of the WGs to address more
activities collectively, tich will eventually contribute to a research roadmap, to be used by the
funding agencies in both countries to build ndJBR joint calls. More information on the
sessions can be found in the full report of the eventhéps://eubrasilcloudforum.eu/en/wcna
cloudscapebrazit2016full-eventreport.

The benefits to participation in the WGs were outlined, including the ability to tb&ieareas of
interest towards the building of the calls from the very beginning, including participation to the
Workshop being held alongside the annual Policy Dialogue meetings, where these topics are
typicallyagreed anddecided.

The project also has an ambition to grow our Work@mgpups intoa Special Interest Group (SIG)
for the Brazil Computer Society (SB&) there is currently no SIG on cloud computing in SBC, and
we feel it would be very worthwhile to have one, and this was welcomed anténa&ted in the
inaugural talks dung the morningnauguralsessiorat WCN

® https://eubrasilcloudforum.eu/en/wcrcloudsapebrazik2016csbe2016porto-alegrers-brasil
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A number of other interesting topics f&UBRcollaboration were further fleshed out, including:

1.

Cutting Edge Cloud technologie8G, Cloud, 10T, and Big Data should be considered a
significant opportunity for irgrnational collaborations. The EU Commission, in a recent
Communication on ICT Standardisation Priorities for the Digital Single Market
(COM(2016)176, 19th April, 2016) has identified 5G, 10T, Cybersecurity, Cloud and Big Data
amongst the ICT standardtan priorities for the Digital Single Market (DSf1)These
topics were also significantly discussed and debated during the Net Future$' 206t

held 2021% April, 2016. Some topics include the emergence of the mobile-edgeuting
paradigm to reducéehe latency for processing near the source large quantities of data and
the need of the emerging 5G technology to satisfy the requirements of different verticals.
Mobile Edge clouds have the potential to provide an enormous amount of resources, but it
raises several research challenges related to the resilience, security, data portability and
usage due to the presence of multiple trusted domains, as well as energy consumption of
battery-powered devices.

Large andcentralised cloudshave been deployed and fi@ shown this paradigm can
greatly improve performance and flexibility while reducing costs. However, there are many
issues requiring solutions that aneser and context aware, dynamic, and with the
capability to handle heterogeneous demands and systemfisis is a challenge triggered by

the Internet of Things scenario, which strongly requires cloud based solutions that can be
dynamically located and managed, on demand and with-arglinisation capabilities to
serve the purposes of different verticals.

Thee is ahigh convergence between European and international interests and poliaies
relation to clouds, with both sides working on Federated clouds, Government clouds, Data
Science clouds, and the Htternational research and innovation communities slibu
leverage this wave of thinking, which could result in the adoption of these kinds of assets
on both sides of the Atlanti¢n addition, security and execution predictability are common
active research lines that could be explored together.

Other challeges to address include those related to standardisation, including:
collaborations, data sharing and data portability, and those related to HPC in Cloud
computing, including: Use of a set of clouds (federated clouds), scalability and efficient use
of the cloud (such as pay per use). In relation to security in the cloud, challenges include
the security of the information delivered to the providdie. secure storage) and the use

of the cloud for secure processing.

Globalisation and new technologies likeloud are straining traditional privacy
frameworks. In order to increase trust (for consumers, clients and regulators), it is a
prerequisite that privacy and trust comes from sound stewardship of information by
service providers, who can be held accoumgath necessary, according to user, technical,
legal and societal requirements. At the same time, there is a need to decrease the
regulatory complexity in global business environments, especially for cloud. Accountability,

10 hitps:/lec.europa.eu/digitalsinglemarket/en/news/communicatiorict-standardisatiorpriorities-digitat singlemarket

1 http://netfutures2016.eu/

'ngHrasiIBqud:DRUM m

info@eubrasilcloudforum.eudubrasilcloudforum.eu =



http://www.eubrasilcloudforum.eu/
https://ec.europa.eu/digital-single-market/en/news/communication-ict-standardisation-priorities-digital-single-market
http://netfutures2016.eu/

‘g{UBmsilBlnudFURUM
Fistering an International dialogus between Europe 6 Brazil

of course, needs to address gldbmteroperability requiring a clear and consistent
framework of data protection rules and enables the avoidance of a complex matrix of
national laws and reduces unnecessary layers of complexity for cloud providers, both large
and small, and consumers.

6. Feceration of open science clouds for research and innovation communities in EU and
Brazil to share information and data in a secure manner, seeing how Brazil could
potentially build upon the EU Open Science Cloud activitida. June 2016, the
Commission Higlhevel Expert Group on the European Open Science Cloud (HLEG EOSC)
has drafted their first report, which the Commission will publish shortly after the
summer?. This report followed the April, 2016 blueprint for clobdsed services and
world-class data imhstructure to ensure science, business and public services reap
benefits of big data revolution. The creation of a new European Open Science Cloud will
offer Europe's 1.7 million researchers and 70 million science and technology professionals
a virtual ervironment to store, share and rese their data across disciplines and borders.
This will be underpinned by the European Data Infrastructure, deploying the- high
bandwidth networks, large scale storage facilities and swgoenputer capacity necessary
to effectively access and process large datasets stored in the cloud. In Brazil, there are also
efforts in building a country wide researcher cloud network since this is currently done by
each institution. Therefore, a topic has been raised for WP 2028202 n the Work
Group to see if the efforts related to the Federation of Open Science cloud being carried
out in the EU and Brazil could be synchronized in aiBEWederated Cloud initiative. The
Cloud 28 plus projetio 9 dzZNR LIS Q& / f 2 dzR 2 Fan bper? defesated A &
community dedicated to accelerating business cloud adoption across Europe, Middle East
and Africa and has already committed to work together in the Brazilian Cloud communities
at the EUBrasilCloudForum & WCN & Cloudscape Brazil 201&.e@SBC 2016, held in
July, 2016 in Porto Alegre, RS, Brazil.

Questions(Q) and Responses (Resp) ands&ussionPoints (DPYyaised from the audience in
session 2 included the following:

Q1. Is it possible to add other future scenarios, or are thesediX

Respl.Yes, these are only the starting point and we are interested to find other future
scenarios/drivers/gaps/research opportunities in the WGs. For example, some good ones have
already been provided by thEUBRFUTEBOproject on convergence of 5€chnologies and

cloud computing.

DP1 There should be a dedicated working group looking at a better connection between research
and industry in the WGs. Perhaps also the stgrtapproach from research works (adding
Innovation to Research), as discussieding the inaugural session.

12 http://ec.europa.eu/research/openscience/irek.cfm?pg=opesciencecloud
13 .
http://www.cloud28plus.eu/
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DP2 There should be work on the need for usectifud-basedsolutions for the basic education
systems of the future.

DP3 There was a suggestion to look at better ways to collaborate and share common views,
especiallyinrédl i A2y (2 GKS aKFNAYy3 2F GliKAy3Iacész AyOfd
data management plans, as currently scientdtsnothave a clear picture on how to share and re

use data.This be looked at in terms of the Federation cloud in OP3)dCfederation and Open

Science Cloud at crossgional level.

DP4 There should be work looking at areas related to data preservatmridw do we keep and
preserve thanformation?Also how do we prove its provenance (proof of source of information).

DP5 Other possible WG topics raised throughout the earlier sessions and audience:
Standardisation, SLAs, Privacy (e.g. looking at differences in regulatory/enforcement aspects of EU
and Brazil and try to harmonise on how to deal with this in relation em&kcomputing), Setting

up a startup culture from research in Brazil based on some EU maaladisI rust management.

These questions andiscussionpoints were used in the development of the questions for an
online WG survey following th&/CN /CloudscapeBrazilevent in July, 2016n order to better
clarify and scope the future work of the project WGs in going forward. The next section will outline
the results of the WG survey.
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The initid approachtaken by the project management boawdas to have oneedicatedWG on
Future scenarios anBesearch challenge®r cloud computing, including securjtwhich began
during the EUBrasilCloudForum concertation meeting in March, 2016, and waseiollgewwith

the WG members asked to fill in a template with a number of future scenarios of interest and
subsequent research and innovation challengesshown in annex 1

During the Working Group session at W&NCloudscape Brazitome follow up activities were
presented ad additional questionghat could not beaddresgd during the sessiongdue to
limited time) were introduced angas followup, the project undertook an online survey in order
to address these important questions with the WG members in a more relaxedgetti

Our deliverable D3.@Analysis and identification of the gaps and research opportunities related to
cloud computing, including securityalready i) highlights three future scenarios with potential
priorities for cooperation between Europe and Braizjljdentifies drivers for expanding research
activities in the two regionsand iii) lists gaps and preliminary opportunities where Europe and
Brazil can already start working togethés a follow up to this reporthrough the WG surveyye

are gatherirg additional information and evidence regarding the hurdles expected in these areas
and recommendations for further actioms either research or policy

The full set of questions containedin Annex 3 and these were provided to the WG members
online fa consultationat http://www.eubrasilcloudforum.eu/en/workinggroup-survey

The survey also contained questions in relation to the future activities of the WG and also more
general giestions about international cooperation activities between EU and Brazil, and how the
EUBrasilCloudForum project could assist in these endeavours.

The survey instructions and link was sent to the \B15 members and at the time of this
deliverable, 19 responses have been received and more are still expected. It should be noted that
in some cases, there are multiple WG members from a singlBREpProject (e.g. FUTEBOL, EUBRA
BIGSEA, and SecureCloud projects), and, in this case, these members were edcaoorage
consolidate and compile their responses collectively into a single response per project. Therefore,
the majority of the members involved in the WG have indeed provided respansiein thesel9
responses. Therefore, the overall response rate is clas@5 out of 31 WG members. An initial
analysis of the responses is found below and more details can be found in Annex 4.

5.1 Future scenarios for cooperation

According to the result of this questionnaire, neai$.7% of respondents indicate that ¢h
aforementioned scenarios from D3.1 are highly relevant to their projects. The results of our survey
show that, among these scenarios, SC2 (Smart water and energy management) has the highest
relevance (8.6%) and SC3 (Assisted health and Wwelhg) hashe lowest relevance6l.5%) to

the projects. However, several new topics (the topics that are not included in the scenarios), in
relation to cloud computing, are suggested, which can assist in finding the gaps and necessary
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research opportunities folEUBR cooperation in future calls. These topics are categorised as
follows:

CloudRadio Access Networks-RANS);

Inclusion of Waste Management as part of SC2;

Precision Agriculture;

Transportation Logistics (in particujaold chain logistics);

Electronc Data Exchange in the financial environment;

Cloud systems deployed closer to the users (Fog Computing or Could Edge);
Deviceto-Device (D2D) wireless communications among neighbors, to offload or cache
content, or act as a relay node;

Financial Transaicins and Electronic Contracts;

Smart manufacturing;

Multi-cloudofferingsbetween Europe and Brazil;

Information sharing for collaborative working.

> > > > D

> v > >

5.2 Drivers

About half of the respondents believe that all of the relevant drivers (challenges) have been
already captured. Most of the suggested drivers by the rest of the respondents, like security,
interoperability, and energy efficiency, are already included in the current drivers. The ones that
are flagged by WG members as potentially missing in the eafitamof the drivers (in particular
DR1), are scalability, trusting the provenance (source) of the data in the cpmrdistent
identification and provenance of entities and contemientification of services and data by
volatile namesattributed by unreliable systemsand Technical Challenges regarding Resource
Management and network virtualization

5.3 Research opportunities

According to the result ahis questionnairethe opportunities are highly relevant to the projects
that the respomlents are involved in. The order of the opportunitiesn accordance tatheir
relevance(ordered by top % of responses to leastpas follovs:

Tablel ¢ Responses in relation to research opportunities relevance

No. | Research opportunities ames %

OPS5.| Cloud to the edge; 84.2%

OP1.| Common technological & legal framework for managing security & pril 68.4%
aspects on cloud;

OP2.| Creation of an EABR community to work on common standards; 63.2%
OP4.| Cloud sustained cybgahysicalkystems and systems of systems; 57.9%
OP3.| Cloud federation and Open Science Cloud at ereg®nal level; 52.8%
OP6.| Cloud supported innovative and inclusive societies; 47.4%
OP7.| High Performance Computing (HPC) in Cloud environments. 26.3%
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The respondents suggested some other research opportunities too. Although several suggested
opportunities have been already considered within the above, a number of them that can be
included in the list of opportunities. Thesgportunitiesinclude: 1)Facilitating policy dialogues
between EU and Brazil program management and researchers and industry, which can be included
in OP2; 2) Proactive and reactive resource pooling in cloud, which can be included in OP7; 3)
Collaborative Tedbeds for verificatio and validation, which can be considered as a new
opportunity; 4) Explore new naming structures and their integration to current standards, focusing
on solving the root cause of identification and provenance problems for data and services; 5)
Explore macime learning techniques for autonomous contrdidised seHorganization of
resources and service§) Explore data processing placement, considering latency, performance
and processing elasticity issyeand 7) Addressing Technical Challenges regardiesource
Management and network virtualizatiowhich can be included in OP7

Moreover, the responders believe that their project/initiative/work/activities can contribute to
EUBR cooperation and cloud computing, by the following means:

1) Facilitating the coming together of the program management (funding agencies) and
research and industry partners to discuss and agree on future policy and technical issues
for future calls;

2) Using a joint clouébased testbed to assess service orchestrations problems;

3) Smplifying the migration and adaption of processes to the cloud;

4) Offering a collection of frameworks and services that address problems of interest of EU
and Brazil;

5) Opening and developing secure and trustworthy channel with banking, federal and city
agences, in order to help small companies to succeed within lots of regulations and taxes;

6) Developing a cloud platform to support big data for research purposes;

7) Solving cloud automation challenges;

8) Helping with usage control and federated identity maratent as well as information
sharing;

9) Helping withthe problem of structuring and resolving names composed of bindings among
any kind of names in hierarchical autonousodomains;

10)Proposinga distributed softwarecontrolled sector aware spectrum sensinglatecture to
store and analyse the spectrum usage information

11)Proposing a socialgriven, selforganizing, cloud networking architecture using a future
Internet proposal named NovaGenesis

12)Helping with Security aspects in the real applications of Inteofi@hings (10T), open data
and their analysis inside cloud.

13)Helping with Investigation othe capacity of the virtualized network to reconfigure itself
based on the current state of the cloud in order to be able to fulfill the requirements of the
applicdions that uses that virtualized network as well@sthe future infrastructure that
will support 5G and other network architectures will by cloud based.

'ngHrasiIBqud:DRUM m
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5.4 Working Group and its topics

It is expected that a number of new WGs will be formed as a resuthe responses in this
guestionnaire especially one focused more on policy aspedisose that received significant
mention in the responses include security and privacy in the cloud, SLAsu@adulture,
Standardisation (including application dephognt and cloud federation), and Trust Management.

In addition to these, there are also interests on forming WGs about the integration of the cloud
with CPSes, integration of Cloud Computing and Disruptive Technologies, covering network
Gaz27¥ds NG belfoliganziyigs iBiforrpatiorcentric and cybephysical, and the use @oud
Computing concepts to next generation network environments, such Glsud-Radio Access
Networks(GRAN), foghased IoT scenarios, and network funoBovirtualization (NFV).

Therespondents also mentioned a list of existing WGs, clusters, projects, initiatives, platforms,
and othersthat are addressing the above topics and also could be in synergy with us in Brazil or
EU. These WGs, clusters, andiatives are as follows: StReady, DPSP Cluster, Research Data
Alliance, RDA and OASIS (TOSCA), EU projects SPECS;EHSUUIDGEPP initiative, FIRE
projects, EU cPPP, CloudWatch forum, Dinamo Advocacy Group, Hol&Zi@ad;loud, Cloud28+,
and IEEEhapters and ACM SIGBlow that they are identified, tese external WG, clusters,
initiatives, and platforms will be contacted with a viewftother dissemination channels and/or
collaborationwith the project.

5.5 Special Interest Group (SIG)

The projecthas an ambition to grow our Working Groups it@&pecial Interest Group (SIG) for
the Brazil Computer Society (SB&) there is currently no SIG on cloud computing in SBC, and we
feel it would be very worthwhile to have one, and this was welcomed aniterated in the
inaugural talks during the morning inaugural sessiothatWorkshop onCQoud Networks (WCN)

in Porto Alegre in July, 2016.

According to the results obtained from the surv@g. 7% of respondents are interested in being
part of the estabbBhment of SIG for SBC with the majority of these positive respondents, where
the SIG would be hosted, so this result is to be expected.

5.6 Experience in EABrazil International Cooperation

A number of questions were asked the surveyin relation to he experiences of the WG
members in EWBrazil international cooperation and how this collaboration could contribute in a
meaningful way towards carrying out cloud computing research challenges, and how the
collaboration environment could be improved for mal benefit and enabling achievement of
maximum impact in the longer term.

The majority feeling about the EBrazil collaborations to date in the first three calls has been
positive, andapart from some initiaproblems in the first call in terms of timg, these had now
been resolved for the most part.
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In terms ofoud Computing, the feeling was thatdth countries have a very mature level of
research and innovation indoud Gomputing research. In Brazil, the partners are very
heterogeneous providing ifferent yet complementary skills to the EU counterparts. In Brazil,
there are potentially different perspectives on topics related to privacy, very different regulation
frameworks and very different concerns and Brazilians include some pioneering reseiardata
provenance (UnB). Having theB&BRprojects also allows for leveraging previous cooperation,
which would otherwise be impossible without BR calls.

In addition to leveragingn previous and ongoingpoperation another driver was pointed ador
EUBRcooperationas thedimension andcale ofcoveragecarried outacross continents witharge
numbers ofstakeholdersvould providepromisingresults.

On the other hand, suchinternational cooperation, which is heterogeneous in its multiple
pergectives, issery challengng, but steps need to be taken to creat®mnditions to be addressed
in a much productive wayror example, e of the big challenges for cloud computing will be
applying jurisdictional governance and control,-&dllaborations wl provide a useful ecosystem
to test some of these issues.

The complementarity of the countries was addressed in the resporBexil is a powerful
community especially as a consumer of IT products. Therefore, they attain a very interesting
experience onmanaging largescale social datavhich can only be managed in the context of
Qoud and Big Data services. On the other side, EU's expertise on Cloud federation (as a
consequence of being an administrative and politically federated region) would be wsityvp

for providing the way to integrate resources. The actual geographical dimension of the populated
areas of Brazil and Europe ayeite comparable.

On the other hand, he differences in culture between European and Brazilian partners makes
both sides adapt and learn from each other. Sometimes it takes some effort to converge and
progress, but most of the time the skills and expertize are complementary, which is healthy for the
whole process.

Another difference between EBR approaches was highlightedrelation to the involvement of
industry in research. There was a feeling that there is a lack of a link between research and real
applications for industry and society in Brazil, and it is hoped that these projects could in some
way resolve this dividebetween research andmarket/society needs.EUBR research and
innovation could enablduture scenarios, such as developing tech transfer initiatives that can
bring those technologies to the marketing in the future, via stgys and other mean®eliverate

3.1 of the project is deemed as wery interesting resultof a participatory modelthat can
contribute to determine the gaps to future cloud scenarios and its integration to disruptide
innovativelCT technologies.

Standardisatiorwas highlighted aa very importantcooperation itemand the cooperation of both
regions will certainly contribute to formulate, or at least to discuss, aspects towards a global
standard.

“We » tUBrasilCloudFORUM . . .
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A number of expected impacts and collaborative environment improvements were higliighte
the responsesind were further groupedinder a number of categories:

The types oEUBRstakeholders

1 There is a need to build balanced but highly complementary consortiums. It is very
interesting to reach a distribution of the tasks in which diffgtreaims are shared by
different groups with different gravity centres in knowledge (e.g. having-bkijted social
network processing experts in Brazil and cloud experts in Europe).

1 From an academic perspective, increasing the level of PhDs successfutileted. Then,
such cooperationshould be used to fosteseveral activities with industry with the
potential to havesignificanteconomic impact.

1 The integration of data processing techniques and actual data that is not available in the
same scale in Eupe, as well as leveraging the expertise on data analysis of the Brazilian
groups.

1 The federated research infrastructures for experimentation in optiaa¢less networks
are a clear benefit that will be delivered hiyge FUTEBObroject to the Brazilian ad
European research and education community (i.e., researchers, professors, students). This
is only possible because of the complementary expertise of Brazilian and European
partners of FUTEBOL acquired by past participation in other testbed constructi@tts
(e.g., Fed4FIRE and FIBRE) and research background in optical and wireless networks
independently.

1 Need to focus on a statip culture as there is aegire to bring some real challenges faced
by Brazilian startips that work within cloud computingyhich should be enable to branch
out internationally as well.

1 ICT plays a central role in towards a vision to a fully mobile and connected society where
the right iformation is ready to be used by humans, machines and systems. Cloud
computing technology contributes to make this vision come true. A joint work between EU
and Brazil in this area has the potential to produce a wider impact worldwide since this
cooperatian can produce a common view when talking to other international actors. In
terms of European and Brazilian context the cooperation can foster the adoption of new
solutions, bring new real uses cases and contribute with the development in both sides of
the Atlantic.

Roadmapping and recommendations:

1 The need to agree on mutually beneficrakearch and innovation priority areas in cloud
computing, including security, and provide recommendations and a ropdomahow to
improve the cooperation.

1 Being involved raises awareness of the main trends and feedback to refine strategies on a
regular basis.

1 Align what ELBR are doing with what can become a future standard/guideline.

1 EUBRcan ontribute to anglobal baed IoT infrastructure that will enable devices beyond
smartphones to be trustfully integrated into the Interndthere is a need téocus on novel
design methodologies, communication protocols, resource management, and security
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algorithms to build componds for a trustful, geereferenced, timepredictable,
interchangeable I0oT data highway between the ordinary cloud an a indfestased fog.

ICT plays a central role in towards a visioratfully mobile and connected society where
the right information is ready to be used by humans, machines and systems. Cloud
computing technology contributes to make this vision come true. A joint work between EU
and Brazil in this area has the potential gooduce a wider impact worldwide since this
cooperation can produce a common view when talking to other international actors. In
terms of European and Brazilian context the cooperation can foster the adoption of new
solutions, bring new real uses caseslaontribute with the development in both sides of
the Atlantic.

Suitability for Market factors:

1
1

1
1

The ability to verify and validate use cases in different geographical markets.

TheEU and Brazil are mutually starting and ending points for a number of market supply
chains and this creates a good opportunity for éneend proof of concepts.

The technology transfer opportunities and research cooperasioould be exploited
Technology creation, knowledge sharing, innovation (solution creation), market
development, cultural and scientific exchange opportunities for those involved,
advancement of a diplomatic agenda, standard development.

Organisational aspects and necessary structurdl famding mechanisms changes:

T

Clearly suchan initiative is beneficial in harmonizing the EU and Brazil vsard in
widening the cooperation amongst the two parties. Most difficulties lay on the complexity
of the organizational setip and from the diffeent rules applied in EU and in Brazil.

Industry involvement is by large the most challenging obstacle, particularly with, Brazil
similar funding regimefor industry are needed in both jurisdictions

Recommendations were made to have clearer calks lureaucracy to submit the project
proposals, an open evaluation, and more technical/scientific decisions than political ones.
Advantagesof EU BR cooperatiowere also highlighted(i) increasing the maturity and
clarity of research work; (ii) amplifygnthe possibilities for project outcomes; (iii) having
access for funding; (iv) working on network; (v) increasing publication impact and citation.
In summary, EUBR cooperation is very salutary in many ways.

Recommendation forincreasing theEUBR opportunities for more researchershan
currently available was a common thredtlwas felt that he number of calls and projects

is altogether too small for the large community we have.

There were suggestions for a possible open call for new entrants, where rasearchers
could become involved in ongoing projects.

Howmutually beneficial cooperation could lead téoagerterm strategy.

T

T

'ngHrasiIBqud:DRUM m

There is a need to build up business plans from the outset of the project. However, this is
made difficult without too muclparticipation of Industry in Brazil consortia.

There is a need to increase the impact in the community, which can attract high good
quality international students, and to build strong consortiums.
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1 Being involved in this work is helping our company inrdiefy Cloud strategic plans for the
next years.

1 Collaboration brings opportunities for complementary specialists coming together. For
example, optical networking specialistpartnering with wireless networking specialists.
This kind of mutual collaboratiowill create longterm bonds between groups that typically
do not collaborate closely. Addressing networking problems across the optical and wireless
domains is of critical importance to network operators and, more generally, the
telecommunications indusyr.

1 An example of mutually beneficial cooperation was highlighted tmwe European and
Brazilian partners of th&EUBRFUTEBOfroject, such as face-face meetings, technical
meetings weekly, and frequent internal communication using email lists. Theareh
interaction creates a collaboration environment for the current project and mainly for
future projects. In our point of view, this collaboration among researchers groups on both
sides of the Atlantic is one of the key benefits for the longer term.

1 Interested in ooperaton with technology transfer and statip initiatives, in order to take
the technologies developed further.

1 The participation in such EBR projects has proven very fruitful and is baked in our
innovation strategy already and we are amdustry with branches in both EU and Brazil
cooperating more and more with Brazilian universities and other stakeholders; this started
before H2020 and will continue afterwards.

1 Soecific projectfocuses araneant to be expanded worldwide, that could rdéaa winwin
collaboration with ELBR activities.

1 Along termcooperation was highlightedn embedded systems and IoT with the Frauhofer
FOKUS institute in Berlin, with the universities of Erlangen and Paderborn in Germany, and
with the University of Covery in the UK, University of Waterloo in Canada and with the
University of California, Irvine, San Diego and Los Angeles. However, each cooperation is
somehow a matter of opportunities brought about by virtually random calls. Student
exchanges have been thél Ay A GNJ GS3e& G2 adzaildlAy @dKSas
term plan is hard to conceive for a small group with a limited amount of human resources.
The concentration of investments at a few places in Brazil could be an answer. Instead of
spreading hman and financial resources all across the country, concentrating them in a
couple of excellence centers would probably yield better results and reach the critical mass
(in terms of brains) needed to sustain ledgS NY O2 2 LISNJ A2y Qa ®

1 Cybersecurity activite are clearly cross borders topics and the expertize of EU and Brazil
could mutually benefit. Through this project, we plan to enlarge and improve the
cooperation.

1 To carefully explore potential peers, trying to optimize a network of institutions that siake
these mutual benefits more clear, effective and for the long term.

1 Several of our projects can take benefits from the cooperation with EU. From this
perspective, we will continue to work closely with EU partners to build a strong
collaboration and a solid relationship number ofgoodexamples otooperation between

'ngHrasiIBqud:DRUM m
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EU and Brazilvere givenincludingthe OFELI4roject*in 2012, FIBRE projettin 2013,

the FIWARBproject®in 2014, and5GINFREn 2016 on the H2@0 ICT13 callThese
collaboratiors were evidence olvider impacs to the research that is being conducted by
both sides and opens new opportunities considering science, technology and innovation
(ST&I). Moreover, the collaboration issé&rong opportunity to the academic® create
human resources with a wider view and experience. The focus on societal challeapes
are common to Europe and Brazil, the opportunity to include local scenarios that may
make sense on both regions are ways to find common topics for further collaboration.

On how the EUBrasilCloudFORUM project could help achieve a mutually beneficdMINVIN
strategy, a number of points were raised by the respondents:

1
1

= =4 -4

= =

E

Promote and raise visibility of projeasults.

Insistence on identifying the key value of developing Eurog&azilian Core Cloud
competences.

Help enhancing the number of adopters of the technologies.

Help in finding suitable partners for upcoming and futureE8zil calls.

Facilitating adser collaboration between the cloud computing and telecommunications
communities involved in EBrazil. Help disseminate the facilities created in projects, e.g.
FUTEBOL and others, to the broader community, including the cloud computing
community. InformRNP and European Commissions about common needs of and common
issues across ERrazil projects.

Project isalready helping in establishing new research cooperation opportunities with
Brazil.

Develop more relationship with industries asthrt-up community,not just the Academics.
Support for the upcoming calls: matchmaking, orientation, knowledge sharing and
resource brokering.

Be comprehensive and open and widen the set of actively participating stakeholders.

Link research groups or companies, facilitating contact among them.

There are many statips in Brazil that would largely benefit from a channel that could
bring them in direct contact with companies in Europe pursuing a similar track.

Help stakeholdersto connect with other actors and find new opportunities for -Btazil
collaboration, so we aremore open to contribute and collaborate with this initiative.

To understand precisely how the deliverables of a project séineince both sides, looking

for aspects that are important not only for EU, but also for Brazil. This is very complex in
fact, due to the differences in a large number of scopes. Therefore, the
EUBrasilCloudForum project could help clarifying and shdpesg mutual benefits

together with WGs. In fact, this is muttisciplinary effort and could involve specialists

from vertical areas of the future scenarios: SC1, SC2, and SC3

 Fundedby FPnder contract number 25836%5ittp://fp7 -ofelia.eu/
'3 hitp:/Avww.fibr e-ict.eu/

®funded by FP7 under agreement number 285248p:// www.fiware.org
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6. /| 2yOtdzaAzya YR bSEG {dSLaA

During the period of this report, a Working Gmuledicated to Futureécenarios and Research
challengeswas created This topic was selected in order to gather initial input to the Work
Package 3 (WP3) deliverable D3Ahalysis and identification of the gaps and research
opportunities related to cloud omputing, including security, which highlights three future
scenarios with potential priorities for cooperation between Europe and Brazil, identifies drivers for
expanding research activities in the two regions and lists gaps and preliminary opportunities
where Europe and Brazil can already start working together.

The project management board felt it was the most focussed way to set up a working group on
one particular aspect, instead of broadening out at the early stage of the projectmultiple
WGs, specially since they will operate on a voluntary basis.

Two events were held during the period, both in Brazil, during the EUBrasilCloudFORUM
concertation meeting in Rio de Janeiro, in March, 2016 and during &@NCloudscape Bramil

Porto Alegre, in July, 2016, in which &5 was launched and featured exclusively in a dedicated
WGsession, respectively.

An online survey was launched for the WG members looking to capture their views on the
LINRP2SO0GQa FTANBO RStAOSNIOfSS 50 dmI oppathndiddtS & O
for EUBR, the future WG scope and coverage areas of maximum impact, possible contributions
and longer term strategies enabldny EUBRcollaboration, its benefits and expected impact to

their activities,and longterm plans and on what thegxpect from EUBrasilCloudForumgoing

forward.

The inputs of theEUBrasilCloudFORWMG have already been used for a number of important
consultationactivities, including the initial scoping and refinement of the future scenarios and
research opportuniges in D3.1, resulting outputs from the WG session at WCIbudscape Brazil
HaAMcYS YR LINRPOGAAAZ2Y 2F AyLlzia F2NJ I adzmYAaaAa:
on Cloud Computing Research Innovation Challenges for WRZIIE.

The WG memberbave been invited to th&UBrazil Policy Dialogue workshops being held on 9
10" November, 2016, in Brussels and the results of the survey will be discussed with them face to
face, or in a follow up teleconference following the event in November, 206 results of the
survey will also be discussed with the PMB and decisions made on the overall development of
WGs in 2017, based upon the survey results and findings, taking into account the project scope
and resourcing.

" http://eubrasilcloudforum.eu/sites/default/files/EBrasilCloudFORUM_D3.1_v1.0 0.pdf
18 hitps:/lec.europa.eu/digitalsinglemarket/en/news/consultationcloud-computingresearchinnovationchallengesvp-2018
2020
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The goal of this template which wasdistributed at the EUBrasilCloudFORUM concertation meeting in
March 2016 wago collect preliminary ideas for designing a set of futuristic scenarios (e.g. to 2025), i.e.
futuristic viewpoints of dilerent stakeholders (including industrial players, end users, researchers, and
regulators) for Cloud Computing. The resulsre used to draftinputs foranalysis and identification of

the gaps and research opportunities related to cloud computing, inetudiecurity identifying
collaboration needs and opportunities between Europe and Brazil for the European Commission and to
MCTI, thus contributing to the definition of future cooperation priorities between the two regions

Title of the Scenario:

Brief Description (150 words max.):

Generic research topics to enable the future scenario:

Research topics related tBersonal Data Protection

Research topics related tdransAtlantic Flows of Data

Research topics related to Portability of Data:

Researchopics related to Open Data Usage:

Standardisation aspects:

Other aspects:

Current activities known that may be related with this scenario:

Future activities known that may be related with this scenario:

a *EUBrasilCloudFORUM . ) .
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Opening & Welcome

09:00¢ 09:15 Overview about EUBrasilCloudFORUM and th{ Marco Vieira, UC anériscila
main expectation from the EC and MCTI Solis,EUBrasilCloudFORUM

Coordinators

Session 1: EBrazil ICT collaboratiotoday - getting to know each other

Purpose of the sessianPresenting the main objectigef each project with special focus on a) the main scientific
areas of work, in relation to the H2020/MCTI WP, b) the main results expected/achieved at the engadjdotand

3) the principal assets that will kags a legacy for future uptake; Hyw the project'sechnical work and crodsorder
demonstrationswill address/ have addressedssues suclas personal data protection, flows of data, portability of
data, etc. 5)provide information/evidence regardgnthe hurdles in these areas; 6) providecommendations for
further actions either in research or policy.

Expected outcomel presentationlisting for each project a) the focus area, b) the expected/achievedults, c) the
principal assets.

Rapporteur:Edmundo Monteirq UC

EUBrazilCloudConnect Ignacio Blanquer, UPV
EUBRAIGSEA Wagner Meira, UFMG
HPC4E Alvaro Coutinho, URR
Futebol Cristiano Both, UFRGS

SecureCloud Andrey Brito, UFCG
FIBRE Leandro Ciuffo, RNP
Rescuer Karina Villela, Fraunhofer
AOBC Open discussion

All participantswerethen involed in the following open discussions.

I8
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Session 2: Positioning of projects within the HBJyazilian space open discussion

Purpose of the sessiondentification of the main topics for cooperation currently in place and topics relevant for
future cooperaton. These will be prioritised for the setting up of Working Groups (WGs) to flesh out for inclusion in

the EUBrasilCloudFORUM Policy & Research Roadmap and will be used to shape the Catalogue of cloud tools &
services.

Expected outcome: a list thecategories for the formation of WGs that will shape the EUBrasilCloudFORUM
Research Roadmap and the online version of the Catalogue of cloud excellence; identification and first population
of the EUBrasilCloudFORUM scenarios

Rapporteur: Edmundo Monteirg UC

10:50¢ 11:00 Presentation of EUBrasilCloudFORUM scenat Marco Vieira, UC

11:00¢ 11:30 Identification of topics for current / future Discussion leaders: Marco Vieira

collaboration to be served as a basis for UC and Moacyr Martucci, USP
structuring the Catalogue of ERR cloud o _ _
excellence and the Research Roadmap All participants¢ open discussion

11:30¢ 11:45 Coffee break

Session 3: EUBrasilCloudFORUM offerings

Purpose of the sessiarPresenting what EUBrast@dFORUM will offer to the EBrazil collaborative initiatives in
terms of visibility, promotion of services and tooRepository / collection point for success storie®cial media
dissemination, representation at the Policy Dialoguesbanding of eents, etc. A special note will be made on the
involvement of the projects in the Working Groups.

Expected outcome: list of 1 representative/project for all communication activities in EUBrasilCloudFORUM, to be
added to a specific mailing list.

Rapporteur:Roberto Cascella, TrudT

11:45¢ 12:00 What EUBrasilCloudFORUM will offer Marco Vieira, UC

Session 4orward planning / action list

Purpose of the sessianAll EUBR collaborative initiatives will be asked to startstructured cooperation with
EUBrasilClouFORUM to ensure their results uptake and exploitation by EUBrasilCloudFORUM. Few concrete actions
with expected deliverables will be assigned to each of the projects, such as the submission of a success story to be
published on the EUBrasilCloudFORUM website; the contribution to the scenarios gathering, etc. At the same time, a
list of concrete opportunities for mediusierm cooperation at some events in 2016 will be presented.

c ) EBRASL
N BisiClou ORI _ _ _ [
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Expected outcomeDefinition of presene at EUBrasilCloudFORUM 2016 events; calendar for Working Groups set
up and follow up calls; An introduction to the Advisory Board and how projects will play a role.

Rapporteur:Roberto Cascella, TrudT

BUBrasilCloudFORUM shortcoming events &  Priscila Solis, UnB
proposed ways of collaboration with the other
EUBR projects

Call to action: expected contributions & timing Marco Vieira, UC
including plan for WGs calls

Closing & Wapp-up Marco Vieira, UC

t FNOIAOALI yviaQ A&l

NAME SURNAME ORGANIZATION PROJECROLE
1 Nuno Antunes University of Coimbra EUBrasilCloudFORUM
2 Rosa Badia Barcelona Supercomputing Centre EUBrazilCloudConnect
3 Ignacio Blanquer Polytechnic University ofalencia EUBrazilCloudConnect and
EUBRABIGSEA
4  Andrey Brito Federal University of Campina Grande  SecureCloud
5 Roberto Cascella TrustIT Services EUBrazilCloudConnect and
EUBRAIGSEA
6 Leandro Ciuffo RNP FIBRE
7  Alvaro Coutinho Federal Universitpf Rio de Janeiro HPC4E
8 Antonio Frohlich Federal University of Santa Catarina EUBrasilCloudFORUM
Augusto
9 lara Machado RNP FIBRE
10 Moacyr Martucci University of Sao Paulo EUBrasilCloudFORUM
Cecilia Matsumura University of Sao Paulo EUBrasilCloudPRUM
17 Manoel Mendonca Federal University of Bahia Rescuer
11 Wagner Meira Federal University of Minas Gerais EUBRMBIGSEA
12 Edmundo Monteiro University of Coimbra EUBrasilCloudFORUM
13 Paula Oliveira Silva  RNP Project Brazilian officer
14 Wandersn Paim de Jesus RNP Project Brazilian officer
15 José Rezende RNP FIBRE
16 Priscila Solis Barreto  University of Brasilia EUBrasilCloudFORUM
17 Marco Vieira University of Coimbra EUBrasilCloudFORUM
18 Vaninha Vieira Federal University of Bahia Rescue
19 Juliano Wickboldt Federal University of Rio Grande do Sul Futebol
20 Marilia Curado University of Coimbra EUBrasilCloudFORUM
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The online version of the questionnaire isavailable at https://www.eubrasilcloudforum.eu
/en/working-group-surveyand it iscurrently being finalised with the WG membetsmmediately
following, the responses will be analysed ahdsiexpected that a nuber of new WGs will be
formed as a result of the responses in this questionnaire.

1. EUBrasilCloudFORUM project published Deliverable D3.1 Analysis and identification of the gaps
and research opportunities related to cloud computing, including sectrishich highlights three

future scenarios with potential priorities for cooperation between Europe and Brazil, identifies
drivers for expanding research activities in the two regions and lists gaps and preliminary
opportunities where Europe and Brazil careallly start working together. The three scenarios are

the following:

1 SC1Environmentamonitoring;
1 SC2Smartwater andenergymanagement;
1 SC3Assistechealthandwell-being.

Is/are there any of these scenario(s) of particular relevance to your project?

If yes, is there some particular aspect of it that you would like to highlight?

If no, is/are there another future scenario you would like to propose from your project that can
also assist in finding the gaps and necessary research opportunitidSUBR cooperation in
future calls in relation to cloud computing?

2. D3.1 also describes a number of drivers for the development of the cloud computing
technologies and models needed to support the scenarios defined. These drivers (challenges)
include:

1 DR1Cloudcomputingtechnologiesare global andpervasive;
1 DRZ2.Socieeconomicfactorsaffectthe cloudcomputingmarket;
1 DRS3.Technologicaihnovationcreatesnewissues.

Do you think that we have captured all of the relevant drivers (challenges)? Aredhgrmissing?

19 http://eubrasilcloudforum.eursites/default/files/EUBrasilCloudFORUM _D3.1_v1.0 0.pdf
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3. Do you feel that the Research Opportunities (ORIP7) in D3.1 as presented from these in
the future scenarios are relevant to your projects? Are there any others? Please elaborate.

1 OP1. Common technological & legal framework for mampagecurity & privacy aspects on
cloud;

OP2. Creation of an EBR community to work on common standards;

OP3. Cloud federation and Open Science Cloud at-cegssnal level;

OP4. Cloud sustained cybghysical systems and systems of systems;

OPS5. Clouda the edge;

OP6. Cloud supported innovative and inclusive societies;

OP7. High Performance Computing (HPC) in Goudonment

= =4 =4 8 -8 9

4. This WG has primarily dealt with future scenarios and their drivers and research opportunities.

To get a broader perspegg on Cloud Computing R&l betwe&tUBR what other WGs should

there be? A number of ideas were already brainstormed during the WCN session as described
above in sction 4 Standardisation, SLArivacy (e.g. looking at differences in
regulatory/enforcemem aspects of EU and Brazil and try to harmonise on how to deal with this in
relation to Cloud computing), Setting up a stapg culture from research in Brazil based on some

EU models, Trust management, Research sharing data, and others.

Would you be inteested to be part of a WG(s) on any of these? Or others you see as missing?
Please let us know your preferences?

Do you know of any existing WGs, clusters, initiatives already addressing any of these topics that
could be in synergy with us in Brazil, BUelsewhere?

5. The project has an ambition to grow our Working Groups into a Special Interest Group (SIG) for
the Brazil Computer Society (SBC) as there is currently no SIG on cloud computing in SBC, and we
feel it would be very worthwhile to have onend this was welcomed and -erated in the
inaugural talks during the morning session.

Would you be interested in being part of the establishment of a Special Interest Group a SIG for
SBC? If interested, please indicate here.

6. From your perspectivecan you let us know why you feel EUBrazil collaboration can
contribute in a meaningful way towards carrying out cloud computing research challenges
resulting from trying to achieve these future scenarios?

'ngHrasiIBqud:DRUM m
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7. International cooperation is not an easy kaand requires a lot of patience and time. What are
the issues encountered and how did you address them?

8. What are the research challenges being addressed in your project and can they contribute
towards the fulfilment of these future scenarios, or anygar ones of particular interest to your
project?

9. How does your project/initiative/work/activities contribute to ERR cooperation and cloud
computing, including security aspects?

10. What are the benefits and expected impact to your project brdugh by international
cooperation between EU and Brazil?

11. As a follow up to the previous question, what are your recommendations for improving
effectiveness of international cooperation?

12. According to the expectations on international cooperationjpcts in H2020, they should be
heavily based on mutual benefits gained by both parties and not ¢iesttifying stakeholders in
each country and who are the counterparts are in the countries and isolated topics of
cooperation. What are your projects plano take this mutual benefit approach for a longer term
strategy?

13. As follow up to previous question, is there anything that EUBrasilCloudForum can do to help
you with this mutual benefit WINVIN strategy?

14. We would like to profile the WG membeo our web site with a photo and short profile.
Could you please send a photo and a short profile with links to your projects and activities? Also,
we would like to have a regular spot news containing e.g. success stories from members. Do you
have any iten you wish to share right now that we could highlight on the web and social networks
e.g. release of deliverahlevent you are organising, etc.?

15. Is/are there any other topic(s) not covered above you would like to raise for discussion?

'ngﬂrasiIBqud:DRUM m
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The survey instructions and lirdt http://www.eubrasilcloudforum.eu/en/workinggroup-survey
was sent to the 3WG members and at the time of this deliverabled tesponss have been
received anda few more are still expected. It should be noted that in some cases, there are
multiple WG members from a single BR project (e.g. FUTEBOL, EUBRFSEA, and
SecureCloud projects), and, in this case, these members were encdutageonsolidate and
compile their responses collectively into a single response per project. Therefore, the majority of
the members involved in the WG have indeed provided respomgdsn these 19 responses.
Therefore, the overall response rate is closer25 out of 31 WG membersn this survey 19
respondents from 5 countries answered the entire questionnairable 2 shows some more
detailed information regarding theespondents.In this annex, we preserthe detailed analysis
performed over the responses given by the respondents.

Table2 ¢ Detailed information about the respondents

Country # Respondents % Respondents

Portugal 2 10.5
Italy 3 15.8
Brazil 8 42.1
Span 3 15.8
Ireland 3 15.8
Total 19 100

The survey was broken into six areas: Future scenarios for cooperBtimers(challenges) for
R&l topicsResearch opportunitiedVorking Group and its topicSpecial Interest Group (S)@nd
Experiene in EUBrazil International Cooperatio he following sections display the results.

1. Future scenarios for cooperation

With regard to the scenariod4 out of 19 respondents (abou?3.7%), indicate that the scenarios
are relevant to their projets. Figure4 shows the relevance of each scenario individually.

% Relevance of the Scenarios for
the respondents

SC1 SC2 SC3

Figure4- Relevance of each scenario todlprojects of the respondents

I
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The respondents also suggested several topics for scendiatde3 presents these suggestions.

An analysisvasperformed over these topics, in order to find the ones that could besmtered as

a new scenario in the context of this project. As the result of this analysis, most of the topics are
either already included in the current scenarios, or too specific. Since almost all of these specific
topics are somehow related to businessdaindustry applications, a possible suggestion for a new
A0SY I NA2 {OZdxfliR . A§ Saad SMoredvef, it NB RHza & XY Sndl SR O
éCloudRadio Access Networks¢C! b { 0 ¢ I NB (g2 G2LIAOa adzZa3SaasSi
also be possikl choices for new scenarios.

Table3 ¢ The topics suggested by the respondents for new scenarios

No. Suggested Scenarios Description
1 Federation of Open science clouds for "H  This is defind as an opportunity in the
research and innovation communities deliverable
2 Cloud core technologies "H  The focus is on the scenarios that are
applications of cloud.
3 CloudRadio Access Networks-RANS) "H Itis interesting and it is not included thi
current scenarios
4 Precision Agrictuire "H Itis interesting and it is not included in

the current scenarios, although SC1 ai
SC2 can be used in this scenario.
5 Transportation Logistics (in particular cold "H Maybe, a new scenario can be sugges!
chain logistics) to include the most oftie following
items. For instance, Smart Businesses
and Industries"
6 Electronic Data Exchange in the financial "H Included in SC4 in
environment
7 Cloud systems deployed closer to the use "H  The focus is on the scenasithat are
(Fog Computing or Could Edge) applications of cloud.
8 Deviceto-Device (D2D) wireless H Too specific
communications among neighbors, to
offload or cache content, or act as a relay

node
9 Financial Transactions and Electronic "H ¢22 ALISOATFAOI Sturty
Contracts Businesses and Industrées
10 Smart manufacturing "H ¢22 ALISOATAOI Sty
Businesses and Industrées
11 Multi-cloud between Europe and Brazil The focus is on the scenarios that are
applications of cloud.
12 Smart city H It isalready included in the current
scenarios
13 Information sharing for collaborative "H Too specific, can be included in Include
working A ySmart Businesses and Industées
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2. Drivers(challenges) for R&l topics

With regard to the drivers, 7 out of5lrespondents,believe that all of the relevant drivers
(challenges) have been already captured. Most of the suggested drivers by the rest of the
respondents, like security, interoperability, and energy efficiency, are already included in the
current drives. The ones that ardlagged by WG members as potentially missing in the
explanation of the drivers (in particular DR1), are scalability and trusting the provenance (source)
of the data in the cloudTable4 preserts the detailed information about the suggested drivers
(challenges).

Table4 ¢ Drivers (challenges) suggested by the respondents

Suggested Drivers Description
1 Trusting the provenance (source) of the data in the cloud. "H Should be included
in DR1
2 Scalability "H Could be consideres
as a driver too.
3 Energy efficiency "H  Included in DR3
3 End user quality of experience assessment Included in DR2
4 ' Interoperability "H  Included in DR3
5 Need for new business models artdredards
6 Data security "H Included in DR1
7 Computing, storage, and communications technologies must b "H confusing
studied holistically as service enablers.
8 The emerging Internet of Things "H Included in DR3
9 The need for effective managementthe emergent cloud "H Included in DR3
complexity

10 Cloud technologies are main driver for digital transformation  "H Included in DR1

11 Persistent identification and provenance of entities and conten "H Should be included
identification of services and data by volatile nanattributed by in DR1
unreliable systems

12 Technical Challenges regarding Resource Managementand "H Should be included
network virtualization in DR

3. Research opportunities

According to the result of this questionnaire, the @pfunities are highly relevant to the projects
that the respondents are involved iftigure5 shows the relevance of each opportunity toe
projects.
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% Relevance of the Opportunities for the respondents

68.42
I i )
OP1 OP2 OP3 OP4 OP5

OP6 OP7

Figure5-wSt S@FyO0S 2F 2LIRNIdzyAiASa G2 GKS

The respondents suggested some other research opporturatss Table5 shows the list of these
opportunities. As shown, most of the suggested opportunities have been already considered.

Table5 ¢ Opportunities suggested by the respondents

Suggested Opportunities Description

1 Facilitating policy dialogues between EU and Bpaafjram "H Should be included in OP:
management and researchers and industry

2 Enhancement of the marketplace for SMEs on cloud "H Included in OP6
services, including security

3 CloudRadio Access Networks-RANS) "H This can be a scenario an
not opportunity

4 Proactive and reactive resource pooling "H Should be included in OP’

5 Reference architectures for implementation "H Somehow Included in OP:
and OP2

6 Collaborative Tedbeds for verification and validation "H Can be an opportunity

7 10T and cloud integration issues "H Included in OP5

8 Cloud stutions for authenticated transactions (especiallly "H ' Included in OP1
for Financial sectors,-eontracts and egovernments).

9 Cloud solutions for 10T devices in diverse networking "H Included in OP5
scenarios (low bandwidth, large outdoors spaces, etc)

10 Fog computing "H Too generic

11 Hybrid cloud "H Too generic

12 Explore new naming structures and their integrationto "H Should be inclded in OP1
current standards, focusing on solving the root cause of
identification and provenance problems for data and

services.
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13 Explore machine learning techniques for autonomous  "H Should be included in OP:
contractbased seHorganization of resources and service!

14 Explore data processing placement, considering latency "H Should be included in OP!
performance and processing elasticitguss.

15 Addressing Technical Challenges regarding Resource  "H Should be included in GP
Management and network virtualization

4, Working Group and its topics

In general, as shown ihable6, 72.2% of the respondents are interested to be part of a specific
WG(s).
Table6 ¢ Respondent interested in specific WG(S)

Total responses 16 out of 19

Yes 14
No 2
% with interest 73.68%

Figure 6 presents the number of respondents that are interested in each WG that received
significant mention in the responses. In addition to these, thereadse interests on forming WGs

about the integration of the cloud with CPSes, integration of Cloud Computing and Disruptive

¢ SOKy2ft23ASas O2@SNRAyYy3A v SofiganiNg, inférmiafiorcénic &l T | G A
cyberphysical, and the use of cloud roputing concepts to next generation network
environments, such as clotlthsed convergent opticalireless architectures (RAN), foghased

loT scenarios, and network functions virtualization (NFV).

# Interested respondents in WG(Ss)

L J ¢ F F & S
F &0 S«
< Q X
N » &
S & 52
& A &

Figure6 - Number of respondats interested in each WG
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The respondents also mentioned a list of existing WGs, clusters, projects, initiatives, platforms,
etc. that are addressing the above topics and also could be in synergy with us in BrazilablEU.
7 presents a complete list of them with the topics addressed in each.

Table7 ¢ The existing WG(s), clusters, projects, initiatives, and platforms

Existing WGs Addressed Topics
1 SLAReady SLAs
2 DPSP Cluster Data, ®ud, Security, Privacy
3 Research Data Allian¢BDA) Research sharing data
4 RDA and OASIS (TOSCA) Sharing data
5 EU projects SPECS Security, Privacy, SLAs
6 ESCUDEQ@LOUD Enforceable security, data ownership
7 5GPPP initiative 5G, Next generationatworks
8 FIRE projects Future Internet Research & Experimentation
9 CloudWatch forum Cloudforums andtools
10 Dinamo Advocacy Group  Privacyin the cloud
11 HolaCloud Distributed to complete cloud computing
12 IEEE chapters and ACM Sl( Cloud groupsnd advocates
13 NovaGenesis Next generation internet architectures
14 CoCoCloud Confidential and compliant clouds
15 Cloud28Plus Federated cloud infrastructures, cloud of clouds
16 Cybersecurity cPPP / ECSC Security and privacy in the cloud, ECSO wgrgroups

5. Special Interest Group (SIG)

As shown inable 8, acording to the results obtained from the survé&d 68% of respondents are
interested in being part of the establishment of SIG for SBC.

Table8 ¢ Number of respondent interested in in SIG for SBC
Total Response: 18 out of 19

Yes 13
No 5
% with interest 73.68%
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6. Experiencein EUBrazil International Cooperation

Anumber of questions were asked in relation to the experiences of the WG membietsBrazil international cooperation and how
this collaboration could contribute in a meaningful weywards carrying out cloud computing research challengesl how the
collaboration environmentould be improvedor mutual benefit ancenabling achievema of maximum impact in the longer term.

The questions are listed witihe detailed respnses given by the respondenBummary of the responses can be found in section 5.6.

QL1 From your perspective, why can EWrazil collaboration can contribute in reaningful way towards carrying out cloud
computing research challenges to achieve these future scenarios?

Table9 ¢ Responses$o question Q1
Described Reasons

1 Both countries have a very mature level of research and innovaticloud computing research. In Brazil, the partners are v
heterogeneous providing different yet complementary skills to the EU counterparts. In Brazil, there are potentially differe
perspectives on topics related to privacy, very different regutaframeworks and very different concerns and Brazilians
include some pioneering researcher in data provenance (UnB). Having these projects also allows for leveraging previot
cooperation, which would otherwise be impossible with&l#BRcalls.

2 | see wo main drivers for this cooperation: on one hand, there is dimensioncamdrage which can leverage on previous ant
ongoing cooperatior something that can be done across continents with huge amounts of stakeholders is certainly pron
on the otherhand, such cooperation, which is heterogeneous in its multiple perspectives, is challenge, but creating cond
be addressed in a much productive way.

3  Global projects as this collaboration are required to disseminate, to set up Flagships ara$ter lwhsruptive adoptions in
general.

4  Brazil is a powerful community especially as a consumer of IT products. Therefore, they attain a very interesting exyperie
managing largescale social data which can only be managed in the context of clouBigridata services. On the other side,
EU's expertise on Cloud federation (as a consequence of being an administrative and politically federated region) would
positive for providing the way to integrate resources. The actual geographical dimexfstwpopulated areas of Brazil and
Europe are comparable.

5 One of the big challenges for cloud computing will be applying jurisdictional governance and controllalBorations will
provide a useful ecosystem to test some of these issues.

EUBrasilCloudFORUM receives funding from the European Union Horizon 2020 Programme (H2020/2014-2020) under grant agreement n° 689495 and from the Ministry of
Science, Technology and Innovation of Brazil through Rede Nacional de Ensino e Pesquisa (RNP) under the 3rd EU-BR Coordinated Call Information and Communication
Technologies.
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There ae common topics being researched in most countries in the warldluding EU Brazil. Combining efforts can allow
both participants to align research and achieve a better understanding of the pains that both are facing. Also with more
volunteers, we canlo more research in parallel, so both sides wins.

The differences in culture between European and Brazilian partners makes both sides adapt and learn from each other.
Sometimes it takes some effort to converge and progress, but most of the time tlseasid expertize are complementary,
which is healthy for the whole process.

¢CKSNBE FNB Ydzf AL S NBaSIFNOK LINRP2SOGa GKFEG R2y QG y8réada
the academics are oftentimes disconnecfeom the market / society needs. Then, thinking of those future scenarios in ord
brief those projects is an important issue, such as developing tech transfer initiatives that can bring those technotbgies t
marketing in the future, via staips and other means.

Absolutely, because it's the natural road to involve industry and research to collaborate on common and shared recogni
issues and barriers.

Standardisation is very important and the cooperation of both regions will certainlyibatérto formulate, or at least to
discuss, aspects towards a global standard.

Well, science and technology are no longer pursued regionally. -Fegimnal collaboration is the way this globalized
community has been going for many years:-H#dzil shald be no different. In the specific area of Cloud Computing, the
involvement of large corporations, with resources to put down meaningful demonstrators, is fundamental and in my view
has been marginalized in this regard.-BR collaboration couldnable more wetestablished global corporations to explore
local cases of significant impact. After all, privacy in Brazil is more relaxed than in Europe and most of the populaticeska
to the Internet.

Deliverable 3.1 is a very interesting résand | have never seen such good effort before betweerBRUThis participatory
model can contribute to determine the gaps to future cloud scenarios and its integration to disruptive ICT technologies.
ICT plays a central role in towards a visioa folly mobile and connected society where the right information is ready to be
used by humans, machines and systems. Cloud computing technology contributes to make this vision come true. A join’
between EU and Brazil in this area has the potentigrtmluce a wider impact worldwide since this cooperation can produce
common view when talking to other international actors. In terms of European and Brazilian ¢timeestoperation can foste
the adoption of new solutions, bring new real uses casesantribute with the development in both sides of the Atlantic.
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Q2 What are the benefits and expected impact to your project/activity brought on by international cooperation between EU and

Brazil? What are your recommendations for improving effectagsnof international cooperation?

10
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Table10 ¢ Responseso question Q2
Benefits and Recommendations

The goal of the project is to boost impacts of the policy dialogue by identifyirfgr&il research and innovation priority ae
in cloud computing, including security, and provide recommendations and a roadmap on how to improve the cooperatiol

The first impact is obviously at the level of PhDs successfully completed. Then, such cooperation has triggered sévesal .
with industry with the potential to have some economic impact.

Awareness of the main trends and feedback to refine our own strategies.

The integration of data processing techniques and actual data that is not available in the same scale in Eusdpasas w
leveraging the expertise on data analysis of the Brazilian groups.

| recommend building balanced but highly complementary consortiums. It is very interesting to reach a distribution dfghe
in which different aims are shared by differenbgps with different gravity centers in knowledge (e.g. having-sighed social
network processing experts in Brazil and cloud experts in Europe).

The ability to verify aalidate use cases in different geographical markets.

The EU and Brazil areutnally starting and ending points for a number of market supply chains and this creates a good
opportunity for endto-end proof of concepts.
Align what we are doing with what can become a future standard/guideline.

The federated research infrastruges for experimentation in opticalireless networks are a clear benefit that will be deliver
by FUTEBOL to the Brazilian and European research and education community (i.e., researchers, professors, students)
only possible because of the corapientary expertise of Brazilian and European partners of FUTEBOL acquired by past
participation in other testbed construction projects (e.g., Fed4FIRE and FIBRE) and research background in opticalsand
networks independently.

The technology tnasfer opportunities and research cooperation.

info@eubrasilcloudforum.eudubrasilcloudforum.eu =



http://www.eubrasilcloudforum.eu/

11
12

13

14

15
16

17

18
19

‘§fUBfasilB\nudFDRUM E

‘§*EUBr&3iIEInudFURUM
Fstering an Intemational dialogue betwesn Europe & Brazil

To improve the effectiveness of EBR cooperation more projects should be allowed.

| hope to be able to bring some real challenges faced by Brazilian startups that work with the cloud. | expect yhat timeym
will make sense internationally as well.

Technology creation, knowledge sharing, innovation (solution creation), market development, Cultural and Scientific exc
opportunities for those involved, advancement of a diplomatic agenda, standizvelopment.

Clearly such initiative is beneficial in harmonizing the EU and Brazil vision and in widerdoggheation amongsthe two
parties. Most difficulties lay on the complexity of the organizationalugeaind from the different rules apied in EU and in
Brazil.

Industry involvement is by large the most challenging obstacle, particularly with Brazil and similar funding regimes.

My recommendations are to have clearer calls, less bureaucracy to submit the projects, an open evanatimore
technical/scientific decisions than political ones.

We expect to contribute to an 10T infrastructure that will enable devices beyond smartphones to be trustfully integrated i
the Internet. We focus on novel design methodologies, comnaiitio protocols, resource management, and security
algorithms to build components for a trustful, geeferenced, timepredictable, interchangeable 10T data highway between t
ordinary cloud an industrjocused fog.

Activities related to my project wolved significant international networking activities.

| am involved in two EBR cooperation: (i) informally in FUTEBOL project; (ii) the aforementioned Opportunistic, Socially
Driven, SeHOrganizing, Cloud Networking Architecture with NovaGenkais. looking forward on transforming these informe
participations on formal ones. Therefore, | am looking for opportunities like this one to contribute. NovaGenesis Trusf, S
and Privacy model can be interesting as an approach for future cloudrsa®n&am only taking informal advantages of EU E
cooperation. Even thought, they are already clear: (i) increasing the maturity and clarity of research work; (ii) artipifying
possibilities for project outcomes; (iii) having access for fundingwfwing on network; (v) increasing publication impact an:
citation. In summary, EBR cooperation is very salutary in many ways. | do recommend increasing the opportunities for
researchers. The number of calls and projects is altogether too smé#tifdarge community we have.
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The cooperation between EU and Brazil has a special meaning to our activities. We have a recent, but strong history of
collaboration with EU. On 2012, we became a partner of the OFELIA (httpofi@hid.eu/) project (funed by FP7 under
contract number 258365). At 2018FU joined the FIBRE project (http://www.fibiet.eu/) and at 2014, we joined the FIWAR
(www.fiware.org) project (funded by FP7 under agreement number 285248). During 2016 we are had proposal, calRH,5
accepted on the H2020 ICT13 call. This research is conducted with several other European partners. From our pointeof
international collaboration is welcomed in Brazil and in Europe. This collaboration brings a wider impact to the res¢asch
being conducted by both sides and opens new opportunities considering science, technology and innovation (ST&I). Mc
the collaboration is a strong opportunity to the academy to create human resources with a wider view and experience. ~
focuson societal challenges that are common to Europe and Brazil, the opportunity to include local scenarios that may n
sense on both regions are ways to find common topics for further collaboration.

Q3: What are your projects/organization/company planstade this mutual benefit approach for a longer term strategy?
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Tablell ¢ Responseso question Q3
Plans to take the mutual benefit approach for a longesrm strategy

Building up business plans from the outset of the projeldwever, this is made difficult without too much participation of
Industry in Brazil consortia.
To increase impact in the community. To attract high good quality international students. To build strong consortiums.

Our company is currently defininge Cloud strategic plans for the next years.

Indeed, we plan to keep on collaborating in a laagn basis and already planning future activities.

None yet, we are new to the EBrazil opportunity so are currently in exploration mode. As we havearebecenters in both
the EU and Brazil we are interested in leveraging and this is a good fit.

Firstly,we need to understand what the group is achieving to them create a clear path to benefit from a longer term strat
We are partnering optical eorking specialists with wireless networking specialists. That will createt@yngbonds between
groups that typically do not collaborate closely. Addressing networking problems across the optical and wireless dofmair
critical importance to netwdt operators and, more generally, the telecommunications industry.
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During the project execution, we have taken part in many interactions among the European and Brazilian partners of the
FUTEBOL, such as faodace meetings, technical meetings weeklgddrequent internal communication using email lists. Tk
research interaction creates a collaboration environment for the current project and mainly for future projects. In ousfpoir
view, thiscollaboration among researajroups on both sides of th&tlantic is one of the key benefits for the longer term.
Yes, cooperation with Brazil is crucial for my university.

Cooperate with technology transfer and stanp initiatives, in order to take the technologies developed further.

Dell EMC has lem a long time champion of innovation projects, especially agdt opportunities. The participation in such-E
BR projects has proven very fruitful and is baked in our innovation strategy already.

we are more and more cooperating with Brazilian unéitees and other stakeholders, this started before H2020 and will
continue afterwards

We have some specific project meant to be expanded worldwide, that could reachwinvoollaboration with EEBRA
activities.

To build a network of research, participate in new project proposal or research initiatives.

We have long terncooperationon embedded systems and IoT with the Frauhofer FOKUS institute in Berlin, with the
universities of Erlangen and Paderborn in Germany, and with the Universiiyvaintry in the UK, We also collaborate in this
field with the University of Waterloo in Canada and with the University of California, Irvine, San Diego and Los Angeles.
However, each cooperation is somehow a matter of opportunities brought about byallyrtandom calls. Student exchanges
KF@dS 6SSy GKS YIFAYy adaNrdS3ae G2 -taroeplanlishafd taicknSeaivé for@ angall dBohig wit
a limited amount of human resources. The concentration of investments at a few pla8eszihcould be an answer. Instead
spreading human and financial resources all across the country, concentrating them in a couple of excellence centers w
probably yield better results and reach the critical mass (in terms of brains) needed todosigii S Nl  O2 2 LIS NJ
Cybersecurity activities are clearly cross borders topics and the expertize of EU and Brazil could mutually benefitthi$rou
project, we plan to enlarge and improve the cooperation.

To carefully explore potential peg trying to optimize a network of institutions that makes these mutual benefits more clee
effective and for the long term.

Several of our projects can take benefits from the cooperation with EU. From this perspective, we will continue to wiyrk ¢
with EU partners to build a strong collaboration and a solid relationship.
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Q4: Is there anything that EUBrasilCloudForum can do to help you with this mutual benefi\ W Strategy?
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Tablel2 ¢ Responseso question Q4
EUBradCloudForum's contribution on the mutual benefit WHWIN strategy
Promote and raise visibility of project results.
| think that we should insist on the key value of developing EurofBraailian Core Cloud competences.
Help enhancing the number aflopters of the technologies.
We are interested in finding suitable partners for upcoming and futurd3Edzil calls.
We need to check on the next steps before give such statement.

Facilitating closer collaboration between the cloud computing tebelcommunications communities involved inBlhzil. Help
disseminate the facilities created in FUTEBOL to the broader community, including the cloud computing community. Infc
and European Commissions about common needs of and common issueskEdi®rsxil projects.

Isalready helping in establishing new research cooperation opportunities with Brazil.

Develop more relationship with industries and startup community, not just the Academics.
Support for the upcoming calls: matchmaking, oregidn, knowledge sharing and resource brokering.
Be comprehensive and open and widen the set of actively participating stakeholders.

Link research groups or companies, facilitating the contact among them.

Not directly for my project, but therare many starups in Brazil that would largely benefit from a channel that could bring
them in direct contact with companies in Europe pursuing a similar track.
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13 To understand precisely how the deliverables of a project can influence both sidesglémkaspects that are important not
only for EU, but also for Brazil. This is very complex in fact, due to the differences in a large number of scopes.,Therefol
EUBrasilCloudForum could help clarifying and shaping these mutual benefits togeth&v@athin fact, this is muiiisciplinary
effort and could involve specialists from vertical areas of SC1, SC2, and SC3.

14 The EUBrazilCloudFORgMject can help us to connect with other actors and find new opportunities foBEAZil
collaboration, so we arepen to contribute and collaborate with this initiative.
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